Administrator’s Quick Guide for Adding
Users and Implementing Security

Revision Date
February 2, 2011

Purpose

The Admin Tool Guide’s Adding Users section contains detailed steps for adding new users to GRIN-
Global, including information on setting security permissions. This document summarizes the basic
considerations needed when establishing new UserlDs as well as general security considerations.
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Overview
In general terms, there are three security alternatives to be considered:
1. Disable security entirely

2. Have an intermediate level of security centered around parent and child tables or related
dataviews

3. \Very strict security, as controlled as possible, where security is set at the record level based on
specified criteria

The first scenario is discussed on the next page. You can accomplish the second alternative by setting up
permission groups as needed and including Users in these groups or by establishing specific permissions
and then applying them as needed to individual UserlD; this is also explained on the next page. The third
case, which typically controls a user’s access to particular records, may involve Permissions based on
criteria that evaluate a field’s contents.

For example, the permission being established in this Restriction screen is based on the contents in the
accession_number_partl field. The user being granted this permission would be limited to accession
records whose accession _number_part1 field was equal to “mar.”

Restriction for amar

(¥} Restrict By Field Value:

| get_accession W | | accezsion_number_part w |

(R v [ v

[STRING]

This Restriction screen is available in the Admin Tool when adding new permissions. (The Curator Tool
users who are records owners also have similar screens available via the CT Security Wizard. A record
owner can indicate whether other users can read, update (edit), write, or delete data at the record
level.)

Disable Security Entirely

One option is to disable security entirely:

Action Description
Disable or enable security Only the administrators of the installation can disable/enable
system wide security. In the Admin Tool, on the Web Application node, right-

click DisableSecurity; select Properties; set DisableSecurity to true.

This action disables security across everything and all permissions
are ignored.
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Adding New GG Users

Refer to the Admin Tool Guide for complete “how-to” directions on setting up new users. Some key
points to remember when adding users:

Action

Description

Select the Enabled checkbox

Select the Active checkbox

Select a language for the user

Assign the same Site Code

Add user to the CT Users group

indicates that the user will be allowed to login to the Curator Tool

indicates the UserlD is associated with an active cooperator — any
data created or modified by this user will be tagged by his
CooperatoriD

The language setting determines what column headings, button
text, etc. the user will see displayed in the Curator Tool

users who need to share lists within the Curator Tool must have the
same Site Code

If the user will be using the Curator Tool, he needs to be added to
the CT Users group. (By default, a new user is added only to the All
Users group — the user has no CT permissions at that point

Assign All Access permission to
the user (if the user needs
unlimited access)

Add user to other groups as
needed

Gives universal Create/Read/Update/Delete rights. The
Administrators group has this permission as does the Administrator
UserlD.

(Alternatively, you may decide to set up other Groups (see the next
row in this table) with narrower permissions and not assign All
Access to every user.)

Groups will have specific permissions which meet an organization’s
very unique needs. Groups are essentially templates for
establishing permissions, so that each user does not need to be set
up individually, but rather can be assigned to appropriate groups.
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Error Messages

If security is enabled (the default situation), users not added to the CT Users Group the will receive
several error messages when they log on. The following message displays when a user logs in to the
Curator Tool and the user was not added to the CT Users Group:

Save User Lists Error v2.0.3994.23426 [ |[B][X]

The Tab 1 Root Falder item could not be successfully added
ko o list

Error meszage:
Arccess denied. User 'martinanda’ does nat have permizsion

to create data in table ‘app_uzer_itern_list' for priman key(s]
=-1

The following error message will immediately be displayed as well, again for the same reason:

Save User Lists Error v2.0.3994.23426 = |[B][X]

The Mew Lizt iterm could naot be successfully added o vour
lit.

Error meszage:
Acceszs denied. User 'martinando’ does niot hawe permizsion

to create data in table ‘app_user_itemn_list' for primary key(s]
= -2

To correct this situation and to avoid the error messages, add the user to the CT Users group.

Establishing Groups and Permissions

However, even when users are included in CT Users , they still will not be able to save new records. This
section explains why an organization will want to establish other Groups and Permissions beyond the All
Users and CT User groups that come installed with GRIN-Global.

For example, a message similar to the following will be displayed after a failed Save action:

Acceszion Acceszion Accession T aman Acceszion Oriain
Prefix MHurmber Suaffin Mame 9

[ ! 1] moar e} 15
Q Access denied, User 'hewy' does not have permission to create data in table 'accession’ For primary key(s) = -1

Accession [D
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This user has not yet been given any permissions (other than “Read”) to the Accession (or any) table:

General | Permissions | Groups

Azzigned Permizzionz

Group Marne Resourze Create
Al eers Fiead Only - any rezouice - Inkerit
CT Uzers CT Lookup Ta..  get_lookup_table list[...  |nbert
CT Uszers CT Save Listz app_user_ikern_lizt Al
CT Uszers CT SaveSeth..  app_user_gui_setting Allo
CT Uzers CT Security ™. sys_group Allow
CT Uszers CT Security™...  spz_group lang Allo
CT Uszerz CT Securitp®™...  spz_group pemiission_...  Allow
CT Uszers CT Security™ . sps group_user_map Al
CT Uszers CT Secunty’™ ... spz_permizzion Allo
CT Uzers CT Security™ . spz pemiission_field Allo
CT Uszers CT Security™ . spz_permizzion_lang Al
<

Effective Permissions

Show effective permissions for | - Any Data Yiew -

Create: Fiead: Update: Delete:
DENIED Allow DEHIED DENIED

3

b

Read Jpdate
Allaw Inkerit
Allaw Ikt
Allow Allow
Allaw Allowy
Allow Allawy
Allaw Allowy
Allaw Allawy
Allaw Allaw
Allaw Allowy
Allow Allawy
Allow Allow

- Any Table -

Delete

Inherit
Ikt
Allow
Allow
Allow
Allow
Allaw
Allaw
Allow
Allow
Allow

Cancel

Restricte

App_use
app_uze
zys_grou
Fyz_grou
FYE_grau
zys_grou
Sy3_per
IYE_pErm
sY3_perm

*
Add...

There are two quick methods for remedying this. One fix would be to add the user to the Administrators

group; a second method would be to grant the All Access (to any resource) permission to the user as

shown below:

General | Permissions | Groups

Azzigned Permizzions

Group Marmne Reszource Create
All Users FRead Only - ahy resnurce - Inherit
CT Uzers CT Lookup Ta...  get_lookup_table_lizt [ Inherit
CT Users CT Save Lists app_user_item_list Al
CT Users CT Save Sett...  app_uzer_gui_setting Allow
CT Users CT Secunty ... sps_group Allows
CT Users CT Secunty ... sz group_lang Allows
CT Users CT Security ... sz group_permission_...  Allow
CT Uszers CT Security ' ...  sps group_user_map Allan
CT Uszers CT Securty * ...  spz permizsion Allan
CT Uszers CT Security ‘... sz permizzion_field Allany
CT Users CT Securty ', sz permiszion_lang Al
All docess - any resounce - Allows

<

Effective Permizzions

Show effective permissions for | - Ay D ata iew -

Create: Fead: Update: Delete:
Allow Allow Allow Allow

W

FRead Update
Allaws Inherit
Allaws Inherit
Al Allow
Allow Al
Al Alo
Al Alo
Allow Allo
Al A llow
Al A llow
Al A low
Allas A llaws
Allows A llows

- Arw Table -

Delete

Inherit
Inherit
Allow
Al
Alo
Alo
Allo
A llow
A llow
A low
A llaws
A llows

Festricte

app_use
app_use
Sys_grou
Sys_grou
Iys_grou
Pz grou
IPs_PErT
IPs_PErT
aYs_PEr

*
Add...
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However, a better solution would be to create a new group, modeled after the Administrators group,
and then add users to that group. The advantages of doing this rather than simply adding users to the
Administrators group are you keep the “true” Administrator permissions separate from other users.

In this example, the Admin-like Group is being created:

£% GRIN-Global Admin v 2.0.1875.0 - [Group - Admin-like - localhost\sqlexpress - Administrator ]
File  Wew  Tools Help

Conhections
Q localhostheglexpress - aqlze
=2 i. Groups
i'. Adminiztrators
i Y . dmin-like
All Uzers
&4 CT Users
i Feedback Qwners
4 Feedback Submitte
“ dzers
(5) Permissions
Dataviews
Table Mappings
0 Data Triggers
{t' b aintenance
[l Fil= Groups
O Search Engine
@ wheb dpplication
E qrin-global-devZ. agron.iast
E4 devl.gin-global org 8083 -

localhosthealexpress - sglserver > Groups > Admin-like

Mame: |.-’-‘«dmin-like

Tag: |
Description:
Permizsions | Users |
M ame Resource Enabled? Create Read Jpdate Delete Restricted To
= AlAccess - any resounce - Y Al Al Allow Al
< | L
Add...

£ | >

Cancel

Gitems | Refreshed Permissions at 2/2/2011 12:10:48 PM

Any users then included in this group would initially have full data access as do administrators. Later,
this group’s permissions can be edited if necessary, for example to restrict access to certain data. The

“true” administrators

would not be impacted.

Also, groups or permissions can be established for certain categories of workers. For instance, an
organization might want to establish that users who handle germplasm orders cannot modify accession
records. Because of the flexibility with permissions, this can easily be accomplished.
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