Installing GRIN-Global Server Components

Revision Date
Novenber 16, 2016

This guide contains directions for installing the GRIN-Global server database and public website
components. For most organizations, this guide is intended for the technical person charged with
installing the GG database on a server and administering GRIN-Global.

Tool Installation Guide. If your organization has a GG server and database already set up,
discuss with your GG administrator what is needed to connect with it.

ﬁ These directions do not cover the installing of the Curator Tool. Please refer to the GG Curator

The GRIN-Global application requires an underlying database management system such as Microsoft’s
SQL Server. Currently, the only database system for which a complete set of GG dataviews has been
written is SQL Server. (Besides Microsoft’s SQ Server, GG was designed to run under various engines
such as MySQL, PostgreSQL, and Oracle.)

Originally the installation of the GG server components and the application tool (the Curator Tool) were
handled via the GG Updater program. However, the Updater has not been modified to handle the
currently available database systems. Therefore, the current GRIN-Global installer does not
automatically install the GRIN-Global Database or Web Application (“public website”) components into
Windows 10 or SQL Server 2014 — hence this document was written to detail the instructions for
manually installing the database and public website components.

£ GRIN-Global Updater v 1.0.7.0 - a x

File Tools Help

Dowrload From Sever: |hitp://sun.ars-grin.gov.~dbmuke/cgi-bin/gringlobal/1.9.6.2/qui asmx ~| | UseOffie.

Check For Server Updates

Componert Instaled Version Laiest Version _ Size (VB)  Status
[ | GRINGlobal Admin 7
[ | GRINGIobal Database
WE Rt Giobal Web Appication

ﬂ'\ar:\kfb%\_lpdates

| &pﬂ{nem Installed Version  Latest Version _Size (MB) Status
4

Checking for new version of GRIN-Global Server...Done
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Comments/Suggestions:
Please contact feedback@ars-grin.gov with any suggestions or questions related to this document. This

and other GRIN-Global —related documentation can be downloaded from the GRIN-Global project

website.
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These directions explain how to do the following:

Install a database engine such as SQL Server Express

Restore a backup of a GRIN-Global Database

Install the GG Admin Tool using the GG Updater Program
Configure IS with .NET v2.0

Manually install the GG Public Web Application (the GG “website”)

vk wNE

Install a Database Engine (SQL Server Express)

Microsoft provides a free version of SQL Server Express which can be downloaded from a Microsoft

website.

Search the web or see step 1 below.

% BY SOL Server Bxpress Edition... > ==

. a
EJ &  Q ms sql server express

ebanks -
1. As of this writing, download from: https://www.microsoft.com/en-us/server-

cloud/products/sql-server-editions/sql-server-express.aspx

2. Select the SQL Server Express with Advanced Services option.

SQL Server Express with Advanced Services

Experience the full feature set of SQL Server Express. This package contains the database engine, Express Tools, Reporting
Services, Full Text Search, management tools, and all the components of SQL Server Express. This package is a larger size and
will take longer to download.

Restore a Backup of a GRIN-Global Database
A backup GRIN-Global database must be restored. The current GG version is 1.9.6.2.

You have two alternatives:

e Download an “empty” GG database (a few minor requisites are included along with mostly

empty GG tables)

e Download the GG database with the NPGS taxonomy data (+100K species) (recommended)
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Install the GG Updater Program and the GG Admin Tool

The GRIN-Global Updater program must be installed before you can install the GG Admin Tool
application. The following instructions provide an overview for installing the GG Updater and Admin
Tool programs; for detailed step-by-step installation directions, please refer to the GG Installation
Guide. [ http://www.ars-grin.gov/npgs/gringlobal/docs/gg_installation_guide.pdf ]

Installation Directions

Install the GG Updater application. The Updater is available from the GRIN-Global download page:
[ https://npgsweb.ars-grin.gov/gringlobal/downloads/ ]

Extract the zip file; run the .msi file.

«ed @ Getting Started | | GRIN | GRIN-Global | webtools || Intn'l |_) USDA | ) GG2 & Google PQ Demand for GeneticR.. & Google URL Shortener
Additional videos and exercises will be posted to this page on an ongoing basis, so visit often.

Curator Tool Installer

View GRIN-Global disclaimer

« The current tested version of the Curator Tool for download is 1.9.6.43. Most users should install this vers,

« During the installation process, the Curator Tool and up to three supporting files will be installed if they are
3.5, and Crystal Reports Runtime). If you are upgrading from a previous Curator Tool these support files s

« Please bookmark the following link: Curator Tool User Guide

« Additional software may be needed to meet the installation or enhancement requirements for the GRIN-G

Dataviews

|There are currently no dataview files available on this server.

Other Supporting Files

File Modified File Size (MB)
GrinGlobal Updater Setup.zip|2011-12-15 11:46:45 AM -05:00 1.32 MB
gringlobal prereq cd.zip 2011-11-09 12:03:22 PM -05:00 708.96 MB

Using your browser, such as Microsoft’s Internet Explorer or Mozilla Firefox or Google Chrome,
download and install the Updater program (zip installation file) from the GG “downloads” page:
https://npgsweb.ars-grin.gov/gringlobal/downloads/
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Login for returning member. Don't have an online profile? Register Now

U.S. National Plant Germplasm System

Documentation

Please bookmark the following link:

« hitp:/fwww ars-grin_gov/npgs/gringlobal/sb/home html

i ins links to the following:

There are currently no gawavicw 1€ available on this server.

Other Supporting Files

File Modified File Size (MB)
GrinGlobal_Updater_Setup. zip 2011-12-15 11:46:45 AM -05:00 1.32MB
gringlobal_prereq_cd.zip 2011-11-09 12:03:22 PM -05:00 708.96 MB

Most of the Updater steps are obvious — click the Run, button, OK button, etc.

After the Updater program has been installed, run (execute) it:

 Snagit 12 Editor » X ﬁ w g

Adobe Acrobat DC » Excel 2016 Word 2016

Acrobat Reader DC

3.

SQL Server

Intermet Information Services (11S)... 2014... Access 2016

GRIN-Glokbal Updater

Control Panel

S z

The Updater version number is not significant — an older Updater version can be used to install
the latest GG components. Basically, the Updater will work with any version of GG.

Note

Set the location for the server component files to:

http://sun.ars-grin.gov/~dbmuke/cgi-bin/gringlobal/1.9.8.2/gui.asmx
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Select only the first server component “GRIN-Global Admin.” *

£ GRIN-Global Updater v 1.0.7.0 — O b

File  Tools Help

Download From Server:  |hitp://sun ars-grin.gov/~dbmukecgi-bin/gringlobal /1.9.6.2/gui asmx w Use Offline..

Check For Server Updates

Component Installed Version  Latest Viersion Size (ME) Status
GRIN-Global Admin w inot installed) 19.1 5.07
O 'SB@-GID!};{ Database {not installed) 5 Cutdated

B |
| in

155, 5
GRIN ‘Web Application {not installed) 1596. 16.37 Cutdated

Check W Client uala?es

Download / Install

Compor Installed Version  Latest Viersion Size (ME) Status

Checking for new version of GRIN-Global Server...Done

* the version shown in the graphic is not necessarily the latest version; please contact feedback@ars-

grin.gov to verify the latest version.

A successful installation will create a GG Admin Tool program tile for Windows which can be added to
your Startup window.

Snagit 12 Editor

SOL Server
Adobe Acrobat DC 2014... Access 2016 ATET Connect

Acrobat Reader DC

GRIN-Global Updater % & %

GRIN-Global GRIN-Global
Internet Information Services (115)... Admin FileZilla Curator Tool

Control Panel

(%] p

Unfortunately, the Admin Tool will not by default recognize the location of the Web
Application. To change any of the Web Application parameters, you will need to either manually
edit the web.config file or complete an additional step (shown on the next page).

Page | 6 gg_install_server_components_2016nov16.docx


mailto:feedback@ars-grin.gov
mailto:feedback@ars-grin.gov

To manually edit, use Notepad or a text editor the file at c:/inetpub/wwwroot/gringlobal/web.config.
(The Admin Tool Guide explains in detail the Web Application parameters.)

File  View Tools

— O X
Help
& E Connections

locahost'salexpress - sglserver > Web Application
B"a !2\:alhost\sq|express sk Web Application - localhost\sqlexpress - Administrator
= Groups o
Users

Application Settings
Pemissions
Dataviews Name Walue
Table Mappings

-4y, Mairtenance
m; File Groups
&) Web Appl

o GRIM-Global Web Application Mot Installed

The GRIN-Global Web Application does not appear to be installed.

tq-..... *

Connection String

Name

Provider

Clear All Caches
<

|
- | Status

gg_install_server_components_2016nov16.docx
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To be able to use the Admin Tool to edit the Web Applicatio parameters, edit the Web Application tab
and specify the folder C:\inetpub\wwwroot\gringlobal as the “Directory containing Web.config for
GRIN-Global.” (Either input the location or use the ellipsis button to locate the folder.)

File View Tools Help

- Connections
£33 localhost\sglexpress - sql

4§ Gow:

® Users

(58 Permissions

-fi5] Dataviews

i{E0) Table Mappings
8 Data Triggers

f-“% Maintenance

i m File Groups

") Web Application

= GRIN-Global Admin v 1.9.1.0 - [localhost\sglexpress - Administrator ] - O X
File View Tools Help
= localhost >
= localhost\sglexpress - sgl
Ea o To administer GRIN-Global, a valid database connection is required.
Database Web Applicationo
Table Mappings Directory containing Web config for GRIN-Global:
7 Data Trggers [C \inetpub\wwwroot \grngiobal |
i#-“% Maintenance 9
[l File Groups
&) Web Application
Remember to switch back to the Database tab and Save
-‘?GR!N—GIobaI Admin v 1.9.1.0 - [localhost\sqlexpress - Administrator | = [l X

localhost - sglserver >

< >

To administer GRIN-Global, 3 valid database connection is required.
Database Web Application

Database Connection
Engine: | SQL Server 2008 or later

Server: Ilocahost\sdm

Use Windows Authentication

Remember Password

Test Connection

GRINGlobal Login
User Name: |adrmistrator I

Password: |
] Remember Password

W)

34 items | Refreshed Connections at 6/3/2016 12:27:10 PM
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Configure IS with .NET 2.0

The GG Public Web application (the “GG website”) requires Windows IIS (Internet Information Services).
(Wikipedia has a complete history of the many IIS versions.) The issue you most likely will bump into in
installing GG is that not all [IS components are activated by default; you must turn on these features
before you can successfully run the GG website.

Open the Windows Features window —to do so:
(1) use the Search tool on the Windows Taskbar; (2) type “windows features” :

=& My stuff 2 Web

windows featu res| 9

B Clinetpub\wwwroot.. K8 W3 Installing lo

gg_install_server_components_2016nov16.docx Page | 9


https://en.wikipedia.org/wiki/Internet_Information_Services

Windows Features
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A black box indicates a partial selection — not all of the possible options have been checked.

Windows Features — O X
Turn Windows features on or off e

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

MNET Framework 3.5 (includes .MET 2.0 and 3.0} ~
MET Framework 4.6 Advanced Services

Internet Explorer 11

Internet Information Services

Internet Information Services Hostable Web Core

2]

(=]

Legacy Components

Media Features

Microsoft Message Cueue (MSMO) Server
Microsoft Print te PDF

Print and Document Services

B OHEE
1 ] (] (<] [m] (& (] [ (] 8] (&

Remote Differential Compression AP| Support
RIP |istener hd

Cancel

Under Internet Information Services, under World Wide Services, select ASP and ASP.NET 3.5.

[ Windows Features = O x

Turn Windows features on or off (7]

Te turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

B4 Internet Explorer 11 ~
M Internet Information Services

® ] FTP Server

@ [  Web Management Tools

= @] | World Wide Web Services

= W Application Development Features

.NET Extensibility 4.6
Application Initialization
ASP
ASP.NET 3.5 W

[ ]| e

RMOOR
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Manually Install the GG Public Web Application

Copy gringlobal folder

You need a gringlobal web site folder inetpub/wwwroot/gringlobal. Unzip this folder from here — copy

the gringlobal folder structure as shown below

Before After
v AL 05 (0 v i, O5(C)
§SysReset $5ysReset
Brother Brother
eSupport eSupport
. inetpub
inetpub ety
custerr
custerr
) history
history
logs
legs
g temp
temp wwwroot
wwwroot aspnet_client
aspnet_client gringlabal
Intel Intel
PerfLogs PerfLogs
Program Files Program Files
Program Files (x26) Program Files (x86)

gg_install_server_components_2016nov16.docx
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Grant write access to uploads directory for download and upload options:
e right click on the uploads folder in C:\inetpub\wwwroot\gringlobal

e select Properties; Security tab; Edit
e allow Write access to the lIS_IUSRS group

oY
temp
wwwroot e
aspnet._client uploads Properties X
gringlobal General Sharing Securty " Previous Versions  Customize
admin Object name:  C:hinetpub®wwwroot\gringlobal uploads
bin
Group or user names:
documents 82 Users (DESKTOP-35RLT23\Users) ~
downloads “A115_IUSRS (DESKTOP-35RLT23\IS_IUSRS) 4
S8 Trustedinstall
feedback §2 Tustedinstaller v
images < >
query To change permissions, click Edit. Edit.. e
scripts Permissions for I1S_IUSRS Allow Deny
styles Full control G
taxon Modify
upload Read & exscute
List folder contents
J accession_data.cab Read
J observation_data.cab Write A
J order data.cab For special pemmissions or advanced settings, Advanced
- click Advanced.
|| taxenomy_data.cab
[2] utility6d.cab 7
it Cancel Apply
° ms

Configure the identity of the .NET 3.5 application pool
Open the IIS Manager — type iis after clicking the search icon:

2 ® 0O 0 N @ &k P

Best match
5 Internet Information Services (11S)
- Manager

Desktop app %

28 My stuff O Web

il @

..__..:3' n Downloads B Extract Compr...

(Alternatively, 1IS can be accessed via the Windows Start menu — select Administrative Tools | Internet
Information Services (IIS) Manager)
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Open the Application Pools node:

gg_install_server_components_2016nov16.docx

"?j Internet Information Services (115) Manager
f© | € DESKTOP-35RUTZ3 »
File  View Help
Connections |
@) DESKTOP-35RLT,
v --"ﬂ DESKTOP-35RLT23 (DESKTOPR-35RLT23\mar) ik _—
T Hern A
@ Application Pools
v -l@) Sites ASP.MNET
H= “\ r
| T LU
MET MET MET
Authorizat.. Compilation Pay
B aw =
Select View Application Pools in the right Actions panel:
@ Internet Information Services (1IS) Manager - O x
(£ 5 &+ DeskTop-3sRITE b |G = @
File View Help
Connections Actions
q;! DESKTOP-35RLT23 Home
Manage Server
v--iﬂ DESKTOP-35RLT23 (DESKTOP-35RLT23\mar) ; 2 Restart
Q Application Pools Filter ~ ¥ Go - Gy ShowAl | Group by | : Start
> [@| Sites ) ~ & B stop
“5 g\% Ie Lé?/ View Application Pools ”
NET NET {NET Error NET  NET Trust View Sites
ompilation Pages Globalization L?vels Change .NET Framework Version
o) ;& | i& O Get New Web Platform Components
- i
Application  Connection Machine Key Pages and Providers @ Help
Settings Strings Controls
Session State SMTP E-mail
19 ~
CANN- N d e
ASP Authentic... Cal Compression  Default
Document -
LE Content View
Ready ‘i:i
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Select the .NET v 2.0 pool; in the right Actions panel, select Advanced Settings:

“;I Application Pools o )
i L Add Applicatien Pool...
This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain one or more ation BoolEEEs
applications, and provide isolation among different applications. Application Pool Tasks
Filter: » v Go - 5 Show All | Group by: No Grouping - b Start
Name Status NET CLR Version Managed Pipeline Mode Identity Applications : ;tcr: |
ecycle
Lot NET v2.0 % Started  v2.0 Integrated ApplicationPoolldentity = 2
Q.NEFV?_.O Classi Started w20 Classic ApplicationPoolldentity 0 Edit Application Pool
-.;’.NI:TM.S Started 4.0 Integrated ApplicationPeolldentity 0 D Basic Settings...
;é:’ NET v4.5 Classic  Started  v4.0 Classic ApplicationPoolldentity 0
[Z} Classic [NET Ap... Started 2.0 Classic ApplicationPoolldentity 0 ced Settings...
QDefaultAppPool Started  w4.0 Classic ApplicationPoolldentity 1 Rename
QVE.O Started w20 Integrated MetworkService 0 ¥ Remove
View Applications
@ Help

On the Advanced Settings popup, select the Identity option:

Advanced Settings
Limit Action MoAction
Limit Interval {minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4284967295
Processor Affinity Mask (64-bit ¢ 4294967295
v Process Model

» Generate Process Model Event L

] AvpicationPoolidentty

|dle Time-out (minutes) 20

Idle Time-out Action Terminate
Load User Profile True
Maximurm Worker Processes 1

Ping Enabled True

Ping Maximum Response Time | 90

Ping Period (seconds) 30

Shutdown Time Limit (seconds) 90

Service, Local System, Local Service, or as a specific user identity.

Startup Time Limit (seconds) a0
w Process Orphaning

Enabled Falze hd
Identity

[identity Type, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool ldentity (recommended), Network

0K

Cancel
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Select Network Service from the list for Built-in account:

Advanced Settings ? *
Limit Action MNoAction A
» Limit Interval (minutes) 5
ha Processor Affinity Enabled False
Processor Affinity Mask 4204967295
L Processor Affinity Mask (64-bit ¢ 4294967295
iol
Application Pool Identity ? X
k|

(®) Built-in account:

| MNetworkService

() Custom account:

Set...

Cancel

I oo o

Click OK — the Application Pool should display and look similar to this:

“;! Application Pools

applications, and provide isolation among different applications,

This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain one or more

Filter: - W Go - %Showhll Group by:  Ne Grouping

MName Status .MET CLR Version Managed Pipeline Mode i Applications
L NET w20 Started V2.0 Integrated 1
@.NEI'VZ.O Classic  Started v2.0 Classic ApplicationP oolldentrty 0

4‘;’ MET wd5 Started w40 Integrated ApplicationPoolldentity 0
@.NEI'M.S Classic ~ Started w0 Classic ApplicationPoolldentity 0
@Classic MET Ap... Started v2.0 Classic ApplicationPoolldentity 0

4‘;’ DefaultAppPocl  Started w40 Classic ApplicationPoolldentity 1

,;.;‘ v2.0 Started v2.0 Integrated MetworkService 0

gg_install_server_components_2016nov16.docx
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Configure the gringlobal application — Expand the Sites node; under the Sites node, right-click on the

gringlobal folder;

Connections

w .[@] Sites

v D Defa

—

5

L

.

v H_='_| DESKTOPR-35RLT23 (DESKTOPR-35RLT23 v mar)
J Application Pools

ult Web Site

I -] aspnet_client
-[z¥ gringlobal

5 -] admin
@
s - | documents
5 .7 downloads
5 - | feedback

Tl irmanes

...select Convert to Application

I@ ©) |3 » SERVWERZDIZ » Application Poals

File  Wiew  Help

Q-H |8

------ W5 Start Page

4 iij SERWER2(0M2 (SERVERZ A

é:'j Application P00|s|

ﬂ;! Application Pools

This page lets you view and manage the list of application pools on
isolation among different applications,

T )

4

[IT I

Add Application...

Add Virtual Directoryg.,.,

Manage Folder

Refresh

Switch to Content View

4[] Sites Filter: - Go - % Showe &1 | Group by
A@ Default Wi/eb Site Mame Status MET Framewvork Version
b1 aspet_client [} NETw2.0 Started 2.0
R a— - 0Classic  Started 2.0
o Explore
. o il Started wdl 0
Fdit Permissiens.. f Classic Started w0
Corvertto Applicatia% ET &p..  Started w20
ppPool  Started wd, 0
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When the Add Application dialogue box displays, click Select:

Site name:  DefaultWeb Site
Path: /

Alias: Application poal:

|gring|0ha| | |Defau|tAppPDaI|

Exarmple: sales

Physical path:

|C:‘\inetpub\wront\gringlnbal

Pass-through authentication

‘ Cannect as. | ‘ Test Settings..

[] Enable Preload

| ‘ Cancel

Select .Net v2.0 from the list —the result should be similar to the following; click OK to complete the
application configuration.

Site name:  DefaultWeb Site
Path: £

Alias Application pool:
[aringlobal | [NET w20 | Select..

Exarnple: sales

Physical path:

|C:\inetpub\mnmwront\gringlnbal

Pass-through authentication

| Connect as... ‘ ‘ Test Settings..

[] Enable Preload

‘ | Cancel
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Open SQL Server Management Studio.

In this step, you will add the Network Service login to SQL Server. This is the user account which the

Curator Tool uses to connect.

Open the Security tab, right-click on Logins; Select New Login:

L-%a Microsoft SCQL Server Management Studic
File Edit View Debug Tools Window Help

Pl il (S @ | L NewQuey (G PRIGS| 4 2R 9 -0 58

Object Explorer

Connect = _ﬁﬂj 35{ " T @ﬁ

'[||-><

= La DESKTOP-35RLT2NSCLEXPRESS (5CL Server 12.0.4213 - DESKTOP-35RLT23 mar)

[ Databases
= [ Security
-
3 Serw Mew Login... -
@ Cred Filter %;
Ca ServerQ
1 Replicat Start PowerShell

1 Manage

Reports »

Refresh

Page | 18
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Type NT AUTHORITY\NETWORK SERVICE in the login name; click OK:

| Login - New —
Login - N O
Selecta page I . 1
- Script ~ Hel
% General g ot Lj P
%A Server Roles
1 User Mapping Loy NT AUTHORTY\NETWORK SERVICE| || Search..
# Securables : o
1 Status (® Windows authertication
(0) SQL Server authentication
() Mapped to certificate
(O) Mapped to asymmetric key
Con - [] Map to Credential
Server: Mapped Credentials Credential Provider

DESKTOP-35RLT23\SGLEXFRE

Connection:
DESKTCOP-35RLT23\mar

34 View connection properties

Progress

Ready Default database: master -

Default language: <default> v

*

gg_install_server_components_2016nov16.docx
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Select the User Mapping node; set the user mapping to gringlobal and dbo:

g8 Login Properties - NT AUTHORITYANETWORK SERVICE =N HET
Select apage I . .
Script - Hel
2 General 2 seipt ~ MR Heb
1 Server Roles
_’@ Uszer Mapping Users mapped to this login:
%:: Securables D atabase User Default Schema
L Status v ginglabal NT AUTHORITYANET .. =
O master
O model
O mzdb
O RepartServer
E B Select Schema Lx
Select these object types:
Schemas Object Types... |
Database Enter the object names to select [examples):
Connection _
[ ] db_ac dbdl | Check Names |
Server [] db_ba
localhost f db_da | Browse... |
Connection: ; db_da
MPGSDEY Administratar [ ] db_ddl
) . . [] db_de
2 View connection properties M db_de
(] db:ow
Progress ; db_se ol | | Cancel | | Help |
[w] public
Feady
oK. | | Cancel |
Select OK:
|5 Login Properties - NT AUTHORITY\NETWORK SERVICE - O hed
Selecta page [ . 2
S - Hel
1% General oot~ [ He
1% Server Roles
_’9 User Mapping Users mapped to this login:
g Securables Map Database User Defautt Schema ~
I Stalus gringlobal NT AUTHORITY\NETWORK SERVICE dbo
GRINGlobal_10_0_0_85%
[0  GRINGlobal_locahost
O GRINGlobal_npgsdev._..
O GRINGlobal_npgsweb...
O GRINGlobal_training_a...
]  master
0  model
™ madb
1 Report ServerSSQLEXP... v
. Database role membership for: gringlobal
Connection
[] db_accessadmin
Server: X [] db_backupoperator
DESKTOP-35RLT2ASALEXPRE | | dp_datareader
Connection [] db_datawriter
DESKTOP-35RLT23\mar [[] db_ddladmin
3 Miew connection properties % g‘;‘j:ﬁ::ﬁ;‘:r
] db:owner
Progress [] db_securityadmin
7] public
Ready (e
Cancel
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The new Login account should display in the list of gringlobal Users and SQL Server Logins:

Object Explorer > 1 x
Connect = 35 _g_g T E 5
=2 LB DESKTOP-33RLT23MSCOLEXPRESS (SQOL Server 12.0.4213 - DESKTOP-35RLT23\mar) -

= 3 Databases
[ System Databases
= U gringlobal
3 Database Diagrams
[ Tables
Ca Views
3 Synonyms
3 Programmability
[ Service Broker
[ Storage
= 3 Security
= 3 Users
[ dbo
'_& DEFAULTAPPPOOL
I._a gg_search
IZ“ guest

I& INFORMATION_SCHEMA

[, NT AUTHORITY\NETWORK SERVICE

I sys
3 Roles
1 Schemas
[ Asymmetric Keys
[ Certificates
3 Symmetric Keys
|J GRINGlobal_10_0_0_89
|J GRINGlobal_localhost
U GRINGlobal_npgsdev_ars_grin_gov
U GRINGlobal_npgsweb_ars_grin_gov
U GRIMGIobal_training_ars_grin_gov
| ReportServerSSOLEXPRESS
|J ReportServer$SQLEXPRESSTempDB
= 3 Security
= [d Logins
A, #8MS_PolicyEventProcessingLogins
A, #8MS_PolicyTsqlExecutionLogin#®
o5 BUILTIN\Users
A DESKTOP-35RLT23\mar
A gg_search
A
A NT AUTHORITVSYSTEM
A NT Service\ MSSOLSSOLEXPRESS
A NT SERVICE'\ReportServerSSOLEXPRESS
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Now add the gg_search user for the public web site and extended reports and tools. Using the same
basic procedure for the above account:

e delete any existing gg_search logins and users if present

e create the gg_search login and map to gringlobal.dbo as above — except in this case use SQL
Server Authentication and paste in the password for gg_search. (The password is in the
web.config file (see section below for editing web.config and changing the default password).)

e Also turn off Enforce password policy

[ Login Properties - gg search - u] X

Selecta page c v I

A General S serpt ~ [ Heo
|2 Server Roles

15 User Mapping Login name: oo _search] ‘ Search...
& Securables

2 Status

Password [sessensrasneses |

Confirm password: ‘ ‘
[ Specify old password

[] Enforce password policy

- [ Map to Credential
Conneclion
Server: Mapped Credentials Credential Provider
DESKTOP-35RLT23\SQLEXPRE
Connection:
DESKTOP-35RLT23\mar
& View connection properties
Progress
Ready Default database: master >
Default language: English -
Cancel
3 Legin Properties - gg_search - [m] X
Selecta page c 3
Ser.. T Hel
44 General = I3 Help
14 Server Roles
= Users mapped to this login
1 Securzbles Database User Defaut Schema ~
A Status
= gringlobal g_search
GRINGlobal_10_0_0_89
O GRINGlobal_localhost
]  GRINGiobal_npgsdev_ars_gin
O GRINGlobal_npgsweb_ars_grin ..
O GRINGlobal_training_ars_grin_...
]  master
O model
O msdb
(| Renort ServerSQL EXPRESS v
i Database role membership for- ginglobal
Connection
[] db_accessadmin
Server: . [[] db_backupoperater
DESKTOP-25RLT23\SQLEXPRE | |[] b datareader
Connection [ db_datawnter
DESKTOP-35RLT23\mar [] db_ddiadmin
[] db_denydatareader
33 View connection properties [7] db_denydatawiter
[ db_owner
Progress [] db_securityadmin
[#] public
Ready =
Cancel
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Create Permission Scripts for Both New Users to Tables and Views

In this next step, you will create permission scripts for the new user and for gg_search. Run the script

below which will create a larger script; copy and paste the created script (4) --> (1) to a new Query

Window and execute it:

-- grant both new users permissions to tables and views
use gringlobal

select "grant select, insert,update,delete on
“NT AUTHORITY\NETWORK SERVICE"" FROM sys.tables

union select "grant select on " + name+" to
“NT AUTHORITY\NETWORK SERVICE"" FROM sys.views

union select "grant select on " + name+" to ''‘gg_search
sys.tables

union select "grant select on

+ name+*

+ name+" to ''gg_search

sys.views

Ensure your database is set up for both Windows and SQL Server login (right click on the database

connection; select Properties;

Object Explorer
Connect~ 3¢ 3 m °F EQ
= [B DESKTOP—BSRLT?-’E“!;'_I',E_LE}(PRESS SOL Server 12.0.4213 -

= 1 Databases
[ Systern [

DESKTOP-33RLT2 3\ i}
Connect...

SEe5 Disconnect

( Ty

= [J gringlobal Register...
3 Database Diagrams
- 3 Ta - luery p—,

<k gu- = 3 =

Iff'- INFORM. Start Powetoun

I._,P‘_‘ NT AUTHORIT -

|_}'_ sys Reports 3

(4 Roles Refresh

[ Schemas

[ Asymmetric Keys Properties _%'H
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...select Security. A restart of SQL Server is required.

5 Server Properties - DESKTOP-35RLT23\SQLEXPRESS — [m| X
Select a page ‘ . n
= Script - Hell
12 General ';§ H £ Helo
15 Memory
_""“ Processors 5 o —
*;‘-SI erver authentication
12 Connections () Windows Authentication mode
%7 Database Settings
44 pdvanced (®) S0L Serverand Windows Authentication mode
|24 Pemissions
Login auditing
() None
(®) Failed logins only
() Successful logins only
() Both failed and successful logins
Server proogy account
[] Enable server proxy account
Connection ————
Server:
DESKTCP-35RLTZ3\SQLEXPRE Options
Connection:
DESKTOP-35RLT23
mer [] Enable C2 audit tracing
3} View connection properties
[] Cross database ownership chaining
Progress
Ready
Cancel

If your database is not the Express version, edit the Web.config file in the
C:\inetpub\wwwroot\gringlobal folder. (Use Notepad or some text editor; open the Web.config file.
Locate the lines below for the two connections:

<I-— CONNECTIONSTRING -->

<!-— COMMENT -->
<add providerName="'sqlserver"™ name="DataManager' connectionString="Data

Source=localhost\sqglexpress;Database=gringlobal; Integrated
Security=SSPI1" />
<add providerName="'sglserver™ name="DataManagerWeb"
connectionString="Data
Source=localhost\sqglexpress;Database=gringlobal ;User

Id=gg_search;password=sPA55w0Ord!" />

<I-- ENDCOMMENT -->

If you are not using the Express version of SQL Server, edit both connectors to the following by removing

the \sqlexpress

<I-— CONNECTIONSTRING -->

<l-- COMMENT -->
<add providerName="'sqlserver"™ name='DataManager' connectionString="Data

Source=localhost;Database=gringlobal; Integrated Security=SSPI1" />
<add providerName="'sqlserver"™ name="DataManagerWeb"
connectionString=""Data Source=localhost;Database=gringlobal ;User
Id=gg_search;password=sPA55w0Ord!" />

<!-- ENDCOMMENT -->
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At this point it is recommended to change the default password for gg_search. Ensure that if you
change the password, that the login for gg_search reflects the change. Save the file. The web site and
the Curator Tool should be able to connect.
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