Instructions for Manually Setting Up a New GG Version
(to include the most recent build plus changes made since the build)
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Revision Date
April 25, 2014
The current version of GRIN-Global being tested by the GG development team does not exist in a single “build,” but instead has been assembled from several sources. Since the most recent build does not contain all of the latest changes, several steps must be followed in order to include the various GG components.  The steps’ details are discussed in this document.
In general, the steps needed to manually update GG are:
· install the server 
· configure the server
· install the Curator Tool
· import dataviews
· configure the password rules
Supporting Files
Developer notes begin on page 4. 
Program or SQL Files Needed for this Installation 
· 2014_04_15_10-OrderWizardEnhancements.dataview
· SQLFixFor-app_setting.txt
· app_setting.sql
Documentation Files
Additional documentation that has been updated has also been included.  As always, these are works in progress, but the current versions are included here for your usage and review. They are listed here in an order reflecting a focus – from a broad overview (Recommended Procedures) to very focused (Source Habitat Descriptors).
· Recommended Procedures
· Curator Tool User Guide
· Dynamic Folders
· Frequently Asked Questions (“FAQ’s”)
· Library
· English vs. ENG
· Accessions and Passport Data
· Inventory
· Order Wizard
· Observations and Descriptors
· Source Habitat Descriptors
[bookmark: install_server]Install the Server
Note: This step does not update the server database, but replaces it.  We recommend that you download and backup any data you have already loaded on 1.7.1. 
Start the GRIN-Global Updater program: 
· If GG has been installed on your server, this program will be available via the Windows Start menu. 

· If GG has not been installed on your server, you will need to load the GG Updater program.  Updater is available on the GG wiki [link].  Note: the version of the Updater doesn’t matter – ignore the version number – its version is independent of the server and CT versions. 
Supply the address of the of the new server build to the Updater:
· (1) Enter address (npgsweb.ars-grin.gov ) to obtain a new server build. This is the only build newer than the 1.7.1.  

Note: In the Updater, do not use the bottom Client Update section. 

Remember, as an option, you can download the Taxonomy and Geography data that were copied from the U.S. GRIN system. This option is highly recommended. (2) Select the components’ checkboxes;  (3a) press and  hold the  Ctrl + Shift  keys before  clicking the Download/Install button.  (If you do not want to load the Taxonomy and  Geography data,  skip this Ctrl + Shift technique. )  (3b) Click the Download/Install  button :
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[bookmark: configure_app_settings]Configure the Server
Configure the app_settings.txt File on the Server
The Curator Tool uses the AppSettings.txt file to control several interface settings on the user’s PC. For example, in the current .txt file there is a setting that controls the maximum number of records that can be displayed in the data grid.
Beginning with the Curator Tool v. 1.9.4, the AppSettings.txt file entries are commented out because the settings are now added to the app_setting table in the database.  Run the script file app_setting.sql  to update the server’s app_settings.txt file. (Open the SQLFixFor-app_setting.txt file; in SQL Server Management Studio (SSMS), run the SQL in the file.)
 Configure the app_resource table
A second SQL script must be run to fix an app_resource record regarding the Search Tool. Use the file app_setting.sql; execute it in SQL Server Management Studio (SSMS).

[bookmark: install_CT]Install the Curator Tool
Note:   Beginning with version 1.9.4, the Curator Tool (CT) is no longer installed via the GG Updater.   
· If you have CT v1.9.4 or above already installed, you can install a new version on top of the existing CT version  (you do not need to uninstall the previous CT version)

· However, if you are updating the CT from an older version (pre 1.9.4), you need to do the following steps:

1. Use Windows Control Panel to remove the previous CT version 
(Uninstall the program as you would any Windows program)

2. Download the CT install file. To obtain this file, using your browser (not the Updater ) – use the following link: http://npgsweb.ars-grin.gov/gringlobal/uploads/installers/latest/GrinGlobal_Client_Installer.exe

3. Download and then run this exe file. It is the CT InstallShield package. 

This version of the CT is v.1.9.6.11.   This is the latest version that the GG team is testing internally. 
[bookmark: import_dvs]
Import Dataviews
Using the Admin Tool, you will need to import some dataviews that were designed for these newer CT versions.  They are attached. Complete directions for importing dataviews via the Admin Tool are in the Admin Guide (this procedure is unchanged)  
The 2014_04_15_10-OrderWizardEnhancements.dataview file is attached (it contains multiple dataviews). 
[bookmark: developer_notes]Developer Notes
Server Notes Build 1.8
Here are some  contents for this build:
Middle Tier and Public Website
· Middle Tier changed to handle passwords with configurable rules  for CT
· Public website can now handle configurable password rules
· citation section added for the accession_pedigree area
· saved SMTA accession into favorites, with new usage 'SMTA-NO' if user choose 'No' for SMTA agreement
· added Export to Excel button for My Favorites page
· total item count displays now for order, cart, and order history
· now merges the cart items with the existing cart if the user adds items to the guest cart (the user added items before logging in)
· added accession group name to the advanced search
· improved the performance  speed of the history detail page loading
· made minor Middle Tier taxonomy species trigger change 
Admin Tool:
· made Admin Tool option: show SQL for All Database Engine as checked by default
Database: tables changed:
· accession                            
· order_req_phyto_log    
· method_map                    
· taxonomy_family             
· nssl_site_inv                     
· sys_user
· inventory_viability_rule
· inventory_viability_data
· inventory_viability_rule_map (new table)
New table data:
· new line in web_help table
GG Code change:
· new SMTA-NO code in web_favorite_usage group
· only have 3 codes in CITATION_TYPE group
· order_request_action group multiple code value/title changes
Dataview/data changes:
· crop trait series
· source descriptor series
· Search Engine dataview, dvs per schema changes
· dataviews for germination wizard

Curator Tool version 1.9.6.11
1. Fixed bug that prevented the CT DataGridView from remembering sort order for user settings (Trac #885)

Curator Tool version 1.9.6.9
1. Fixed the Windows .NET security update that broke the “drag and drop” from the Search Tool to the Curator Tool
1. Order Wizard:
1. Now supports Web Order Request Attach files (automatically migrates web_order_request_attach entries to order_request_attach entries. The binary data is copied from the web side to the curator side.
1. Now has a new Order Wizard Attachments tab page which supports the Order Request Attach files.  Attachments are brought into the wizard via the method described in the bullet above. Also, additional files (.doc, pdf, xlsx, jpg, etc.) can be manually dragged onto the Order Wizard Attachments page’s datagridview)
1. Refined the date/time fields so that they no longer convert the date/time value to UTC before saving
1. The Order Request Date filter is now working properly (similar to the Web Order Request Date filter)
1. Both Web Order Request Date filter and Order Request Date filter have been enhanced to support a broader range of date syntax. For instance, the wizard now automatically converts a two-digit year less than 50 to 20xx and a two digit year greater than 50 to 19xx as most people would prefer.  If you need the other millennia simply include the full four digits of the year.  It also is more savvy about handling mm-dd-yyyy vs. European dd-mm-yyyy date formats (it now uses the user’s locality preferences for the operating system)
1. The top Navigator Bar is hidden from view when the user is not on the Orders tab (for example when the user is on the Actions, Attachments, or Web Orders tab pages)
1. The hiding and showing of the error text box (at the bottom of the Orders tab page) will not properly resize the Items datagridview so that the scroll bars of the datagridview are always visible
1. The Order Wizard now freezes the tabs when it is in the middle of creating a new order from a web order (this prevents the user from clicking something that could inadvertently mess up the new order building process and also acts as a visual cue that the Order Wizard is busy doing work)
1. The Order Wizard will only download a local copy of attachment files if the OW user clicks on the Attachments tab page (lazy evaluation of the attachment downloads – no need to download them if the user does not intend to look at them)
1. Fixed a bug that improperly passed the wrong keystroke into the LU Picker dialogbox when the user pressed a key to initiate selecting a FKEY field value
1. Fixed a bug which was allowing the saving of user settings from  the CT to overwrite the ST settings (and vice versa)
1. Commented out the AppSettings.txt file entries since they are now added to the app_setting table in the database
1. Fixed a bug in the CT drag and drop that would inadvertently revert the column order back to default column ordering instead of honoring the column order displayed in the datagridview
1. Enhanced code to properly process database table app_setting entries for max number of rows and page size global variables
1. Enhanced code to save all user settings when the “Save User Settings Now” button is clicked
1. Treeview lists and LU table caches are now also saved when the “Save User Settings Now” button is clicked
1. Now displays a radio button indicating the selected Resolve To object type in the Treeview Node Properties dialogbox 
1. Added code to cache user settings frequently during normal user interaction with the CT to enhance the CT’s ability to remember new/changed user settings (such as default row color, etc.) while the user is doing normal navigation around the CT
1. Fixed bug in that allowed the DataGridView user settings to bleed into other DataGridViews (for example from get_inventory to get_accession)

Curator Tool version 1.9.6.4
1. This version is a downgrade of the .NET Framework required for the CT (from version 4.5 to version 3.5 of the Framework). 
1. Fix for odd UTC datetime behavior when user is not in the same timezone as the server.  This fix requires changes to both the MT and the CT to properly fix the bug.  I have checked in the code changes for the MT to the SVN vault for a future build.  Until those minor changes to the MT are incorporated into a build there will continue to be problems with dates in the CT showing up wrong depending on which timezone you are in.  When the MT is patched with the minor changes – all versions of the CT from v1.9.4 and above should properly handle display of dates in tables.  Because this involves MT changes please ensure that datetime fields are given extra special attention during your testing for the next several CT versions.
1. Order Wizard will now visually cue the user when some of the order request items have restrictions (IPR, quarantine, etc).  When an order with restrictions is displayed you will  see a pink textbox indicating that restricted items are included in the order and each restricted item will have its row in the datagrid highlighted in pink as well.
1. The Order Wizard will now transfer the web order request action to an order request action for the SMTAACCEPTED actions.
1. The Web Order tab on the Order Wizard now displays the total number of items in the web order request.
1. The search for web order request IDs in the Order Wizard Web Order tab operates the same as the search for order request IDs on the Order tab.
1. The Order Wizard’s Print dropdown combobox and Print button are hidden when the user is not viewing the Order tab.
1. The Date Search functionality for the Order Wizard has been enhanced to make searches for orders (and web orders too) based on dates much easier.  Wild carding of partial dates is much more intuitive now and the Wizard now automatically appends wild cards for the unspecified hh:mm:ss times when the user specifies only the day in the search and forgets to append the wild card for time within that day.  
1. Right clicking to get the context menu on the order items datagrid in the Order Wizard will now show just the report(s) relevant to the order items data (in our case this will be the 3x3 Packet Label) – NOTE: if you have modified your ReportsMapping.txt file then you will need to modify that file manually in order to get the packet label Crystal Report to show up on the menu.  So if you want to test this enhancement, modify this line in your copy of the ReportsMapping.txt file as follows……
the line that looks like: 3x3_Packet_Label.rpt = order_wizard_get_packet_label 
should become:              3x3_Packet_Label.rpt = order_wizard_get_packet_label; order_wizard_get_order_request_item
1. The Lookup Table refresh bug should be fixed now 

[bookmark: password_rules]Configure the Password Rules
Beginning in server version 1.8, password configuration options/rules were included. The password configuration is part of the Middle Tier.  By adjusting that SysUserPasswordReqSpecial line in the web.config file of your installation, a GG server can accept or restrict whatever special characters are desired.  
Note that the CT uses these rules; presently the Public Website does not.
Passwords
Passwords in the NPGS are configured to follow these guidelines:
· 12 characters minimum
· at least one of each are required: upper case, lower case, digit, and special character 
· passwords can change only once per day
· must be changed every 60 days
· five failed logins initiates a temporary lockout for 15 minutes
If a password is forgotten, the GG administrator must be contacted  (to create a new one).

As a GG administrator, you can modify certain parameters for the passwords via the Admin Tool, in the Web Application | Application Settings. 
Note:  There seems to be an outstanding wrinkle in the way GG is installed on SQL Server 2012 such that the Admin Tool doesn’t work right with the web.config file. (The web.config file is located in C:\inetpub\wwwroot\gringlobal)   If GG is installed with SQL Server 2008 R2, you should be able to use the Admin Tool to edit the parameters. 
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The current settings are:

<!-- CT password handling -->
    <add key="SysChangePasswordRequiresSSL" value="false" />
    <add key="SysUserPasswordMinLength" value="12" />
    <add key="SysUserPasswordMaxLength" value="255" />
    <add key="SysUserPasswordMaximumAge" value="60" />
    <add key="SysUserPasswordMinimumAge" value="1" />
    <add key="SysUserPasswordWarning" value="14" />
    <add key="SysUserPasswordExpireLock" value="30" />
    <add key="SysUserPasswordMinDiffs" value="3" />
    <add key="SysUserPasswordHistory" value="24" />
    <add key="SysUserPasswordReqDigit" value="\p{Nd}" />
    <add key="SysUserPasswordReqPatt1Ccnt" value="1" />
    <add key="SysUserPasswordReqLower" value="\p{Ll}" />
    <add key="SysUserPasswordReqPatt2Ccnt" value="1" />
    <add key="SysUserPasswordReqUpper" value="\p{Lu}" />
    <add key="SysUserPasswordReqPatt3Ccnt" value="1" />
    <add key="SysUserPasswordReqSpecial" value="[\p{S}\p{P}\p{Z}\p{C}]" />
    <add key="SysUserPasswordReqPatt4Ccnt" value="1" />
    <add key="SysUserPasswordSaltBytes" value="6" />
    <add key="SysUserMaxLoginFailures" value="5" />
    <add key="SysUserLoginFailPeriod" value="900" />
    <add key="SysUserLoginLockPeriod" value="900" />

Pay special attention to three of the parameters: 
· SysChangePasswordRequiresSSL
· SysUserPasswordMaximumAge
· SysUserPasswordMinLength. 
Password parameters are defined as follows:
1. SysChangePasswordRequiresSSL – Is an SSL connection required for the ChangePassword method. Recommended to set to “true” since the password is sent as plaintext only during the password change.
1. SysUserPasswordMinLength – The minimum length accepted for a new password.
1. SysUserPasswordMaxLength – The maximum length accepted for a new password. (Ridiculously long passwords could take excessive server time to process.)
1. SysUserPasswordMaximumAge – The number of days a password is good for before a change is required. A setting of 0 means the passwords never expire.
1. SysUserPasswordMinimumAge – The minimum number of days before a password can be changed again.
1. SysUserPasswordWarning – The number of days before password expiration that the user gets a waning on login that the password will expire soon.
1. SysUserPasswordExpireLock – The grace period after password expiration that the user can still change the password themselves. After this an administrator is required to change the password. A setting of 0 means no grace period, a setting of -1 means infinite grace period to change the password.
1. SysUserPasswordMinDiffs – The minimum number of characters it is necessary to change for a new password.
1. SysUserPasswordHistory – The number of old passwords kept that can’t be duplicated when making a new password.
1. SysUserPasswordReqDigit – The regex (“regular expression”) pattern for determining a digit character
1. SysUserPasswordReqPatt1Ccnt – The minimum number of digit characters that must be included in a new password.
1. SysUserPasswordReqLower – The regex pattern for determining a lower case character
1. SysUserPasswordReqPatt2Ccnt – The minimum number of lower case characters that must be included in a new password.
1. SysUserPasswordReqUpper – The regex pattern for determining an upper case character
1. SysUserPasswordReqPatt3Ccnt – The minimum number of upper case characters that must be included in a new password.
1. SysUserPasswordReqSpecial – The regex pattern for determining a special character
1. SysUserPasswordReqPatt4Ccnt – The minimum number of special characters that must be included in a new password.
1. SysUserPasswordSaltBytes – The number of random bytes added as a salt to the hash of the stored password.
1. SysUserMaxLoginFailures – The number of bad login attempts allowed for an account.
1. SysUserLoginFailPeriod – The number of seconds bad passwords attemps for an account are remembered.
1. SysUserLoginLockPeriod – The number of seconds an account is temporarily locked after exceeding the allowed login failures.

[bookmark: regex]The default regex,  "[\p{S}\p{P}\p{Z}\p{C}]", is a list of four Unicode regular expressions. [“regex”]
  \p{S} or \p{Symbol}: math symbols, currency signs, dingbats, box-drawing characters, etc. 
1. \p{Sm} or \p{Math_Symbol}: any mathematical symbol. 
1. \p{Sc} or \p{Currency_Symbol}: any currency sign. 
1. \p{Sk} or \p{Modifier_Symbol}: a combining character (mark) as a full character on its own. 
1. \p{So} or \p{Other_Symbol}: various symbols that are not math symbols, currency signs, or combining characters. 
  \p{P} or \p{Punctuation}: any kind of punctuation character. 
1. \p{Pd} or \p{Dash_Punctuation}: any kind of hyphen or dash. 
1. \p{Ps} or \p{Open_Punctuation}: any kind of opening bracket. 
1. \p{Pe} or \p{Close_Punctuation}: any kind of closing bracket. 
1. \p{Pi} or \p{Initial_Punctuation}: any kind of opening quote. 
1. \p{Pf} or \p{Final_Punctuation}: any kind of closing quote. 
1. \p{Pc} or \p{Connector_Punctuation}: a punctuation character such as an underscore that connects words. 
1. \p{Po} or \p{Other_Punctuation}: any kind of punctuation character that is not a dash, bracket, quote or connector. 
  \p{Z} or \p{Separator}: any kind of whitespace or invisible separator. 
1. \p{Zs} or \p{Space_Separator}: a whitespace character that is invisible, but does take up space. 
1. \p{Zl} or \p{Line_Separator}: line separator character U+2028. 
1. \p{Zp} or \p{Paragraph_Separator}: paragraph separator character U+2029. 
  \p{C} or \p{Other}: invisible control characters and unused code points. 
1. \p{Cc} or \p{Control}: an ASCII 0x00–0x1F or Latin-1 0x80–0x9F control character. 
1. \p{Cf} or \p{Format}: invisible formatting indicator. 
1. \p{Co} or \p{Private_Use}: any code point reserved for private use. 
1. \p{Cs} or \p{Surrogate}: one half of a surrogate pair in UTF-16 encoding. 
1. \p{Cn} or \p{Unassigned}: any code point to which no character has been assigned. 
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