


Technical Information to be Added Somewhere


Dictionaries 
– see email from Pete to Jesse / file: Jesse
Lookup Buttons 
– Pete email 3/2/2014
I know this has been a common topic of discussion during the TtT meetings so I think you taking the time to document it now is an excellent idea – in the end it will help with NPGS and international users of the CT.
The button will display ‘Load’ if”
1. The local LU table has never been successfully loaded – meaning that the local LU database does not have a last know status of ‘COMPLETED’ or ‘UPDATED’ (the status of the each LU table is updated to COMPLETED when a LOAD or RELOAD is successfully COMPLETED and is marked as ‘UPDATED’ when any update of that table completes successfully).
The button will display ‘Reload’ if:  
1. The local LU database has a last know status of ‘COMPLETED’ or ‘UPDATED’ (the status of the each LU table is updated to COMPLETED when a LOAD or RELOAD is successfully COMPLETED and is marked as ‘UPDATED’ when any update of that table completes successfully). 
1. The lookup table has successfully completed an UPDATE during the current CT session (something that happens automatically during CT start up but can take a while for some larger LU tables – like Inventory).
The button will display ‘Update’ if:
1. The local LU database has a last know status of ‘COMPLETED’ or ‘UPDATED’ (the status of the each LU table is updated to COMPLETED when a LOAD or RELOAD is successfully COMPLETED and is marked as ‘UPDATED’ when any update of that table completes successfully).
1. The lookup table has NOT finished completing an UPDATE during the current CT session.
So I’m speculating here, but I suspect that the second rule was in effect for your ‘fluky’ Inventory LU table behavior.  The CT was started and the UPDATE process thread was running in the background for your Inventory LU table and during the course of your normal work it finished – which is why it changed status when you appeared to do nothing to make that happen.  Well in effect, I guess that is actually true…  You didn’t have to actively do anything to change the status of the Inventory LU table – instead the CT did it on your behalf by completing the background UPDATE thread for that table.  
Does this help clarify your understanding of the LU table status?


I thought we fixed this: (new installation)
[image: ]

Kurt 2/21/14:  Having heard no objections (or any other comments) I have moved this SE configuration change to the npgsdb server.
Now criteria referencing geography table fields will be treated as final requestor cooperator geography rather than accession origin geography when resolving to order_request or order_request_item (and probably order_request_action, order_request_attach. Order_request_phyto_log too). Searches elsewhere will still act as origin searches.
Bob’s query should work the way he expected now (if I understand his intention).
If anyone expects a criteria like@geography.country_code = 'USA' to return orders with material of origin USA they will now be disappointed. A choice is necessary and my input source of Bob and Gary indicated that users expect geography to refer to order destination.
If anyone feels this needs more input we could always open this up for discussion on the primary list.
Add the Site DV as the leftmost; also, under each Tab, have the root folder as the active folder
Password Expiration Warning
Kurt 3/5/2014
Pete,
In the SecureData.cs file the doLogin method now includes a “warning” field in the return dataset. It is usually empty ('' as warning) but if the password is set to expire within the warning period  (SysUserPasswordWarning) it will contain the warning message. The warning message can theoretically be customized in the app_seting table as MiddleTier, SecureData, LoginPasswordWarning.

                } else if (maxPassWarn > 0 && passAge > (maxPassAge - maxPassWarn)) {
                    dr["warning"] = getDisplayMember("LoginPasswordWarning", "Your password will expire in {0} days.", (Math.Truncate(maxPassAge - passAge)).ToString() );
                }
The CT should be able to read this warning field in the returned dataset and display it to the user appropriately.

Password Settings appSettings web.config
Kurt 2/27/2014
I’ve gone through the code any pulled out all the config parameters I created. I named them to distinguish them from web password settings. Here they are as a block to add to the web.config file in the appSettings section (these are set to the defaults they would take anyway):

    <!-- CT password handling -->
    <add key="SysChangePasswordRequiresSSL" value="false" />
    <add key="SysUserPasswordMinLength" value="12" />
    <add key="SysUserPasswordMaxLength" value="255" />
    <add key="SysUserPasswordMaximumAge" value="60" />
    <add key="SysUserPasswordMinimumAge" value="1" />
    <add key="SysUserPasswordWarning" value="14" />
    <add key="SysUserPasswordExpireLock" value="30" />
    <add key="SysUserPasswordMinDiffs" value="3" />
    <add key="SysUserPasswordHistory" value="24" />
    <add key="SysUserPasswordReqDigit" value="\p{Nd}" />
    <add key="SysUserPasswordReqPatt1Ccnt" value="1" />
    <add key="SysUserPasswordReqLower" value="\p{Ll}" />
    <add key="SysUserPasswordReqPatt2Ccnt" value="1" />
    <add key="SysUserPasswordReqUpper" value="\p{Lu}" />
    <add key="SysUserPasswordReqPatt3Ccnt" value="1" />
    <add key="SysUserPasswordReqSpecial" value="[\p{S}\p{P}\p{Z}\p{C}]" />
    <add key="SysUserPasswordReqPatt4Ccnt" value="1" />
    <add key="SysUserPasswordSaltBytes" value="6" />
    <add key="SysUserMaxLoginFailures" value="5" />
    <add key="SysUserLoginFailPeriod" value="900" />
    <add key="SysUserLoginLockPeriod" value="900" />

I’ll CC this to everyone so they can see them, especially Marty.  Here is a definition of each of these parameters:

1. SysChangePasswordRequiresSSL – Is an SSL connection required for the ChangePassword method. Recommended to set to “true” since the password is sent qas plaintext only during the password change.
1. SysUserPasswordMinLength – The minimum length accepted for a new password.
1. SysUserPasswordMaxLength – The maximum length accepted for a new password. (Ridiculously long passwords could take excessive server time to process.)
1. SysUserPasswordMaximumAge – The number of days a password is good for before a change is required. A setting of 0 means the passwords never expire.
1. SysUserPasswordMinimumAge – The minimum number of days before a password can be changed again.
1. SysUserPasswordWarning – The number of days before password expiration that the user gets a waning on login that the password will expire soon.
1. SysUserPasswordExpireLock – The grace period after password expiration that the user can still change the password themselves. After this an administrator is required to change the password. A setting of 0 means no grace period, a setting of -1 means infinite grace period to change the password.
1. SysUserPasswordMinDiffs – The minimum number of characters it is necessary to change for a new password.
1. SysUserPasswordHistory – The number of old passwords kept that can’t be duplicated when making a new password.
1. SysUserPasswordReqDigit – The regex pattern for determining a digit character
1. SysUserPasswordReqPatt1Ccnt – The minimum number of digit characters that must be included in a new password.
1. SysUserPasswordReqLower – The regex pattern for determining a lower case character
1. SysUserPasswordReqPatt2Ccnt – The minimum number of lower case characters that must be included in a new password.
1. SysUserPasswordReqUpper – The regex pattern for determining an upper case character
1. SysUserPasswordReqPatt3Ccnt – The minimum number of upper case characters that must be included in a new password.
1. SysUserPasswordReqSpecial – The regex pattern for determining a special character
1. SysUserPasswordReqPatt4Ccnt – The minimum number of special characters that must be included in a new password.
1. SysUserPasswordSaltBytes – The number of random bytes added as a salt to the hash of the stored password.
1. SysUserMaxLoginFailures – The number of bad login attempts allowed for an account.
1. SysUserLoginFailPeriod – The number of seconds bad passwords attemps for an account are remembered.
1. SysUserLoginLockPeriod – The number of seconds an account is temporarily locked after exceeding the allowed login failures.



Reset Browser when PW searches aren’t working... MJM 1/28/2012
PW – Adding documents to an Order
(the order must be submitted first)

the ReportsMapping.txt file 
closing the CT when DVs are added

Order Statuses – Good Example
[image: ]

Setting up a Dataview with Protection in Mind
Kurt’s original email 11/5/2013
1. Create a special dataview with only certain fields being editable, the rest set to read only. It also included a WHERE clause that only showed items of status APHIS as Jason was only to modify certain types of records. The idea is that the dataview controls what can be seen and therefore updated and the permission allows Jason to be the one to do it.
2. Create a permission allowing read and update using that dataview (in this case create and delete weren’t necessary or desirable for Jason).

[image: cid:image003.png@01CEDA26.7592A400]

I believe the Tag is more important than the Name for a permission . I think the Name is the title field in sys_permission_lang.

3. I created a group and assigned the permission and user to the group. I’m not actually sure what happens when you assign the permission directly to the user; I haven’t looked into it. 

[image: cid:image004.png@01CEDA26.7592A400]

Finding Synonym Taxonomy Names
I added a new accession and typed in the taxonomy Centaurium exaltatum. The lookup table did not have it.  It is a synonym of Zeltnera exaltatum
Are synonyms in the lookup tables? (example: Centaurium exaltatum (synonym) 
The synonym Centaurium axaltatum is in the species lookup table. But you must uncheck the “is_accepted_name” box on filter checkbox on the right side to see the synonym with the Lookup Picker.  By default the filter is checked, so that typically you only see the accepted names. This helps to make the list more manageable.  
[image: cid:image001.png@01CEEAC0.C8078700]


Country Table
GG uses a code group called “geography_country_code” which has a list containing values and titles – the Titles are the country names; the values are three-letter abbreviations or numeric codes. This code group is used by the get_geography dataview
[image: cid:image001.jpg@01CEEF6E.A7526900]
The country code is translated into various languages using the code_value and code_value_lang tables. Here is the SQL that would do it:
SELECT cvl.title, g.country_code
FROM
  geography g
  LEFT JOIN code_value cv ON g.country_code = cv.value AND cv.group_name = 'GEOGRAPHY_COUNTRY_CODE'
  LEFT JOIN code_value_lang cvl ON cv.code_value_id = cvl.code_value_id AND cvl.sys_lang_id = 1
The cvl.sys_lang_id = 1 is for English. If you want to see the country name in all languages leave off that clause. 

Google Map Key
To answer your question about Google Maps – yes it should work, but the supplied link in the default GG install will only work with ‘localhost’.  Since you have installed it to a server with an IP of 91.151.189.38 the Google Map key provided in the default install will not work.  (see image below for where to find the Google Map key).  You will need to email Google and request a new Google Map key that can work with the IP address ’91.151.189.38’ instead of ‘localhost’.  When Google supplies you with the key you will need to change it in the Admin Tool.
He says he has his own key now but still gets an error about his key not supporting the v.2 API GG uses. 

I've tried to use browser key too. It doesn't work (you can see the result on our server). I think you use v.2, but google doesn't allow to generate v.2 so you should fix app ))

This is the error I saw on his site:

Google has disabled use of the Maps API for this application. The provided key is not a valid Google API Key, or it is not authorized for the Google Maps Javascript API v2 on this site. If you are the owner of this application, you can learn about obtaining a valid key here: http://code.google.com/apis/maps/documentation/javascript/v2/introduction.html#Obtaining_Key

And then there is this page at Google - https://developers.google.com/maps/documentation/javascript/v2/

Warning: Version 2 of the Google Maps JavaScript API is no longer available for new applications and will be turned down for existing applications on November 19, 2013. Please follow the guide to migrate your code to version 3 of the Google Maps JavaScript API. As of November 19, 2013, all applications requesting v2 will be served a special, wrapped version of the v3 API instead. We expect this wrapped version of the API will work for most simple maps, but we strongly encourage you to migrate to the v3 API immediately.

I’m concerned that the GG Google maps links may stop working on the 19th.



31 Search Fields (Text Box)
To add additional fields to the text search capabilities, we just need to add the data into sys_search_autofields.  The MT search will take care of it automatically.
But any additional added field will had more time for the search.
As an example, the SQL here can be used in the Management Studio to insert a row for searching the accession group name: 
INSERT INTO sys_search_autofield
SELECT sys_table_field_id, GetDate(), '1', NULL, NULL, GetDate(), '1'
FROM sys_table_field stf INNER JOIN sys_table st ON stf.sys_table_id = st.sys_table_id
WHERE st.table_name = 'accession_inv_group' AND stf.field_name = 'group_name'

(added to the AT Guide, Nov. 15, 2013)


Database Security  Strategy
Tuesday, November 12, 2013
email to: Quinn,
The GG system was designed as a three tiered system to directly address your concerns about protecting the database from over exposure to untrusted access.  (I concur with your concerns by the way).  To protect the database you can simply move the MT to a different server than the database (physically separate the MT and the database on two separate servers).  By doing this the database server can be fully protected behind a firewall with very limited access.  The MT server can be put in the DMZ of the firewall with only port 80 access to the outside world.  Then you can configure the MT server to connect to the database server with only limited access (using a non-default port to SQL Server of course).  Combine this split server strategy with enforced password policy strategies and the GG system will be at least as safe as the current GC system (if not even more so).
Pete
_______________
Google Maps
email from q; 11/12/13
Marty,
I was able to verify Sonia's finding. On my server named Work (199.133.55.77) if I connect in via remote desktop directly to the server and run HTTP://localhost/gringlobal 
The google map works. When I access it via remote computer via http://199.133.55.77
I get the same error she sees. I have always gone directly to google and requested a new api key for each server I have, e.g. distribution, training, testing, nogsdb,npgsweb etc.It's kind of a pain but all of my servers are NOT localhost accessed so I have to do it each time. Also a new build kills the existing web.config where the key is stored so I have to remember to save it. She should probably get a key for the server if she wants non-localhost maps. -q
_______________
3 Tier
Yes basically the database can be accessed via more than one Public web server (the middle tier gets installed with the web server). In the simple install everything goes on one box (DB,PW,MT). I guess this would be called 2 tier as the CT is the second tier.
 A basic 3 tier system is more fancy and can have the DB on one box and the PW/MT on another with the CT on the PC for the third tier. Allows more security as the users do not access the DB server directly. An expansion of that is to have more than one PW/MT access the separate DB machine. Probably any number of servers can be set up that way. Back in the days when the search engine was in the MT Brock implied that we should look into a server farm of PW/MT accessing a single DB for load balancing. Not sure how important that is but it can be done.
Right now I have ours set up as a 2-tier system on npgsdb (all components on one box) and a second 3-tier version on npgsweb where only the PW/MT are on it and it accesses the DB on npgsdb. Clear as mud eh. The idea was ARSNet users went to npgsdb and public users went to npgsweb. This allowed me to confure the 2 servers differently in terms of allow access to webquery etc (only on npgsdb). –q
_______________
gg.asmx
Nov 12,2013 Kurt/Pete/Laura
(Kurt) Pete,
 What do you know about gg.asmx? Was it intended for production use or is it something that never got finished or was dropped?
 It looks to be an alternate interface to the middle tier that uses a login token rather than verifying the user name and password with each call as does gui.asmx.
This is a pretty big security hole. It is only mitigated by the necessity to have a specialized client to make full use of the GG web service.  Presumably one could take a copy of the CT source code and modify it to use gg.asmx instead of gui.asmx and you’d have the tool needed to take advantage of this.
 It is simple enough to remove gg.asmx from the server to eliminate the security hole. I assume it’s not used by anything, is it? A better solution would be to either remove it from the build or to fix its security problem.
(Pete) I’m not sure what gg.asmx was intended for or what the status of it is.  I know the CT never calls it.  
(Laura) It’s something never got finished.., it’s purposely put there and kept updated, it’s another interface for third party apps (some developers I know prefer this way of calling) to call GG web service.
Let me worry about fixing this ‘hole’ in the MT and keep this feature.
_______________
Google Maps JavaScript API v3
https://developers.google.com/maps/documentation/javascript/tutorial#api_key

_______________
in XP, I no longer see the Information Dots and rollover text for errors (w/ CT 1.8.33)
_______________
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